IPFW (8) FreeBSD System ManagefManual IPFW(8)

NAME
ipfw S| P Gewall and trafEc shaper control program

SYNOPSIS
ipfw[-cq]laddrul e
ipfw [ —-acdefnNStT]{list | show}[rule | first-last .. .]
ipfw[-F | —q] Flush
ipfw [ —q]{delete | zero | resetlog} [ set] [nunber
ipfwenable {firewall | altq | one_pass | debug | verbose | dyn_keepalive}
ipfwdisable{Ffirewall | altq | one_pass | debug | verbose | dyn_keepalive}

ipfwset [disable nunber .. .][enable nunber .. .]
ipfwset move [rule] nunber to nunber

ipfwset swap nunber nunber

ipfwset show

ipfw table nunber add addr[/maskl en] [val ue]
ipfw table nunber delete addr [/maskl en]
ipfw table nunber flush

ipfw table nunber list

ipfw{pipe | queue} nunber configconfi g-opti ons
ipfw[-s [field]]{pipe | queue}{delete | list | show}[number .. .]

ipfw [ -cFnNgS][ —-p preproc [preproc-fl ags]] pat hnanme

DESCRIPTION
The ipfw utility is the user integfce for controlling theépfw (4) (Eneal and thedummynet(4) tralEc
shaper irFreeBSD

An ipfw conCEguration, ouleset is made of a list ofulesnumbered from 1 to 6553Fackets are passed

to ipfw from a number of di€rent places in the protocol stack (depending on the source and destination of
the packet, it is possible thaipfw is invoked multiple times on the same patk Thepaclet passed to the
Erevall is compared aginst each of the rules in the @kruleset When a match is found, the action-cor
responding to the matching rule is performed.

Depending on the action and certain system settingsefgaclin be reinjected into the @&ikat some rule
after the matching one for further processing.

An ipfw ruleset alvays includes alefaultrule (numbered 65535) which cannot be modiCEed or deleted, and
matches all paaks. Theaction associated with tlkefaultrule can be eithedeny or al low depending on
how the kernel is conEgured.

If the ruleset includes one or more rules with Keep-state or limit option, thenipfw assumes a
statefulbehaviour, i.e., upon a match it will create dynamic rules matching xetgarameters (addresses
and ports) of the matching patk

These dynamic rules, whichvea Imited lifetime, are chedd at the Erst occurrence afreeck-state,
keep-state or Limit rule, and are typically used to open thewdleon-demand to Igitimate trafEc
only. See theSTATEFUL FIREWALL and EXAMPLES Sections bel for more information on the
stateful behaour of i pfw.

All rules (including dynamic ones) i@ a Ew associated counters: a paticount, a byte count, a log count
and a timestamp indicating the time of the last matébunters can be displayed or reset wighfw com-
mands.
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Rules can be added with theld command; deleted inddually or in groups with thelelete command,
and globally (2cept those in set 31) with tHdush command; displayed, optionally with the content of the
counters, using theshow and list commands. Finallycounters can be reset with theero and
resetlog commands.

Also, each rule belongs to one of 3Xeliéntsets, and there ardpfw commands to atomically manipulate
sets, such as enable, disableagwsets, mee dl rules in a set to another one, delete all rules in aBetse
can be useful to install temporary con®gurations, or to test tigae. SectiolSETS OF RJLES for more
information onsets

The following options are\ailable:

-a While listing, shav counter alues. Theshow command just implies this option.

-b Only shav the action and the comment, not the body of a rutealies —c.

-C When entering or shiing rules, print them in compact form, i.e., without the optional "ip from
ary to any" string when this does not carryyaadditional information.

-d While listing, shav dynamic rules in addition to static ones.

-e While listing, if the —d option was speci®ed, also slvaxpired dynamic rules.

-f Do not ask for con®rmation for commands that can cause problems if misusdd,uish. If
there is no tty associated with the process, this is implied.

-n Only check syntax of the command strings, without actually passing them tertied. k

-N Try to resole addresses and service names in output.

—-q While adding, zeroing, resetlogging or flushing, be quiet about actions (impliesfF).
This is useful for adjusting rules byxeeuting multiple ipfw commands in a script (e.g.,
sh /etc/rc.firewall ), or by processing a ®le of marpfw rules across a remote login

session. Ifa Flush is performed in normal érbose) mode (with the daflt kernel con®gura-

tion), it prints a messagéBecause all rules are eushed, the message might not lverddlito the

login session, causing the remote login session to be closed and the remainder of the ruleset to not
be processedAccess to the consoleownld then be required to recms.

=S While listing rules, she the seteach rule belongs tdf this eag is not speci®ed, disabled rules
will not be listed.

-s [field]
While listing pipes, sort according to one of the four counters (total or currergtpaclbytes).

-t While listing, shav last match timestamp (cearted with ctime()).

-T While listing, shav last match timestamp (as seconds from the epothis form can be more

convenient for postprocessing by scripts.

To ease con®guration, rules can be put into a ®le which is processediysingas shavn in the last synop-
sis line. An absolutepat hnanme must be usedThe ®le will be read line by line and applied agusmnents
to the i pfw utility.

Optionally, a preprocessor can be speci®ed usitg pr epr oc wherepat hnane is to be piped through.
Useful preprocessors includgpep (1) andm4(1). If pr epr oc does not start with a slagh/ ') as its ®rst
characterthe usuaPATHname search is performe@are should be ta&k with this in emronments where

not all ®le systems are mounted (yet) by the tapdw is being run (e.g. when thaere mounted wer NFS).

Once —p has been speci®ed, yaadditional aguments as passed on to the preprocessor for interpretation.
This allons for eexible con®guration ®les (li& conditionalizing them on the local hostname) and the use of
macros to centralize frequently requireduanents lile IP addresses.
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Thei pf wpi pe andqueue commands are used to con®gure theRicathaperas shown in theTRAFFIC
SHAPER (DUMMYNET) CONFIGURA TION Section belw.

If the world and the &rnel get out of sync thepf w ABI may break, preenting you from being able to add
ary rules. Thiscan adersely eflect the booting processtou can use pf wdi sabl e firewal | to tem-
porarily disable the ®xgall to regain access to the nebnk, alloving you to ®x the problem.

PACKET FLOW
A packet is checkd aginst the actie mleset in multiple places in the protocol stack, under controlwf se
eral sysctl ariables. Thesplaces and ariables are shen belav, and it is important to hae tis picture in
mind in order to design a correct ruleset.

A t o upper layers V
I I
A' | v
[ip(6) _input] [ip(6)_output] net.inet.ip.fw.enable=1
| y
[ether_demux] [ether_output_frame] net.link.ether.ipfw=1
I I
+-->--[bdg_forward]-->--+ net.link.ether.bridge_ipfw=1
N Y

| t o devices |

As can be noted from the al®pcture, the number of times the same ddoes through the ®sall can
vary between 0 and 4 depending on petcdource and destination, and system con®guration.

Note that as paeits ~av through the stack, headers can be stripped or added to it, and soather may
not be &ailable for inspection.E.g., incoming paaks will include the MA header whem pf wis invoked
from et her _denux() , but the same paeis will hare the MAC header stripped divheni pf wis invoked
fromi p_i nput () ori p6_i nput ().

Also note that each paekis alvays checkd aginst the complete ruleset, irrespeetd the place where the
check occurs, or the source of the pacKf a rule contains some match patterns or actions which are not
valid for the place of imocation (e.g. trying to match a MRAheader within p_i nput ori p6_i nput ),

the match pattern will not matchytanot operator in front of such pattermsll cause the pattern tdways
match on those paets. lItis thus the responsibility of the programpiénecessanyto write a suitable rule-

set to diferentiate among the possible placs&i pt o rules can be useful here, as aaraple:

# packets from ether_demux or bdg_forward

ipfw add 10 skipto 1000 all from any to any layer2 in

# packets from ip_input

ipfw add 10 skipto 2000 all from any to any not layer2 in
# packets from ip_output

ipfw add 10 skipto 3000 all from any to any not layer2 out
# packets from ether_output_frame

ipfw add 10 skipto 4000 all from any to any layer2 out

(yes, at the moment there is nayno diferentiate between ether_demux and bdg_#ody
SYNTAX
In general, eachdyword or agument must be pwided as a separate command linguanent, with no lead-

ing or trailing spacesKeywords are case-sensif whereas ajuments may or may not be case-seresiti
depending on their nature (e.g. side, hostnames are not).
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Ini pf w2 you can introduce spaces after commat'make the line more readableYou can also put the
entire command (including "ags) into a singlguanent. E.g.the followving forms are equalent:

ipfw -q add deny src-ip 10.0.0.0/24,127.0.0.1/8
ipfw -q add deny src-ip 10.0.0.0/24, 127.0.0.1/8
ipfw "-q add deny src-ip 10.0.0.0/24, 127.0.0.1/8"

RULE FORMAT
The format ofl pf wrules is the follaing:

[rul e_number][set set_nunber][prob nmatch_probability]
action [l og [l oganpbunt nunber]][altq queue] body

where the body of the rule speci®es which information is used for ®lteringisaeknong the foliwing:

Layer2 header ®elds When aailable

IPv4 and IPv6 Protocol TCR UDP, ICMP, etc.

Source and dest. addresses and ports

Direction See SectioPACKET FLOW

Transmit and recee interface By name or address

Misc. IP header ®elds Version, type of service, datagram length, identi-
®cation, fragment "ag (non-zero |PfsEt), Time
To Live

IP options

IPv6 Extension headers Fragmentation, Hop-by-Hop options, source
routing, IPSec options.

IPv6 Flav-ID

Misc. TCP header ®elds TCP "ags (SYN, FIN, EK, RST etc.),
sequence humhercknavledgment numbemwin-
dow

TCP options

ICMP types for ICMP paclets

ICMP6 types for ICMP6 paclets

User/group ID When the pacit can be associated with a local
soclet.

Divert status Whether a paak came from a dert soclet (e.g.,
natd (8)).

Note that some of the ab® information, e.g. source MAor IP addresses and TCP/UDP ports, could easily
be spoofed, so ®ltering on those ®elds alone might not guarantee the desired results.

rul e_nunber

Each rule is associated withral e_nunber in the range 1..65535, with the latter resenfor
thedefaultrule. Rulesare checkd sequentially by rule numbekultiple rules can hae the same
numberin which case theare checkd (and listed) according to the order in whictythavebeen
added. Ifa rule is entered without specifying a numbibe kernel will assign one in such aaw
that the rule becomes the last one beforal#faultrule. Automaticrule numbers are assigned by
incrementing the last non-defit rule number by the alue of the sysctl ariable
net.inet.ip.fw autoi nc_step which defults to 100.If this is not possible (e.g. because
we would go bgond the maximum allwed rule number), the number of the last noradifalue

is used instead.

set set_nunber
Each rule is associated wittsat _nunber in the range 0..31Sets can be indidually disabled
and enabled, so this parameter is of fundamental importance for atomic ruleset maniplilation.
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can be also used to simplify deletion of groups of rulés rule is entered without specifying a
set numberset O will be used.

Set 31 is special in that it cannot be disabled, and rules in set 31 are not deleted [piyvthe
f I ush command (bt you can delete them with thef w del ete set 31 command). Se3l

is also used for théefaultrule.

prob match_probability
A match is only declared with the speci®ed probability (‘oating point number between 0 and 1).
This can be useful for a number of applications such as randoretpircp or (in conjunction
with dummynet (4)) to simulate the &ct of multiple paths leading to out-of-order peckeli-
ery.

Note: this condition is cheekl before ay other condition, including ones such asek-state or
check-state which might 1ia sde efects.

| og [l oganmount nunber ]
When a paost matches a rule with tHeog keyword, a message will be loggeddgslogd (8)
with a LOG_SECURITY facility. The logging only occurs if the sysctl anable
net.inet.ip.fwverboseis set to 1 (which is the dailt when the &rnel is compiled with
IPFIREWALL_VERBOSI and the number of paeks logged soafr for that particular rule does
not exceed thd oganount parameterIf nol oganount is speci®ed, the limit is tak from the
sysctl \ariablenet.inet.ip.fuverbose_limit In both cases, aalue of 0 remwes the logging limit.

Once the limit is reached, logging can be re-enabled by clearing the logging counter or ¢te pack
counter for that entryee ther eset | og command.

Note: logging is done after all other patknatching conditions ke been successfullyeri®ed,
and before performing the ®nal action (acceptydeis.) on the pacit.

altg queue
When a paclt matches a rule with thed t q keyword, the AITQ identi®er for the gien queue
(seealtg (4)) will be attached.Note that this ALQ tag is only meaningful for paets going
"out" of IPFW and not being rejected or going toveit soclets. Notethat if there is ins@®cient
memory at the time the pastkis processed, it will not be tagged, so it is wise toenyalar ALTQ
"default" queue polig account for this. If multiple al t q rules match a single paei only the
®rst one adds the AIQ classi®cation tagln doing so, tradc may be shaped by usimgpunt
al t g queue rules for classi®cation early in the ruleset, then later applying the ®ltering decision.
For example,check- st at e andkeep- st at e rules may come later and pide the actual ®I-
tering decisions in addition to thaltback ALTQ tag.

You must runpfctl (8) to set up the queues before IPFW will be able to look them up by name,
and if the ADTQ disciplines are rearranged, the rules in containing the queue identi®ers @rthe k
nel will likely have gone stale and need to be reload8thle queue identi®ers will probably result

in misclassi®cation.

All system ALTQ processing can be turned on of wia i pfw enable altq andi pfw
di sabl e al t g. The usage ohet.inet.ip.fuone_passs irrelevant to ALTQ traf®c shaping, as
the actual rule action is folleed alvays after adding an ALQ tag.

RULE ACTIONS
A rule can be associated with one of the felfgy actions, which will bexecuted when the paek matches
the body of the rule.

all ow | accept | pass | permt
Allow packets that match ruleThe search terminates.
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check-state
Checks the paeh agqinst the dynamic rulesetf a match is found,»ecute the action associated
with the rule which generated this dynamic rule, otherwiseentmthe net rule.
Check- st at e rules do not hee a lmdy. If no check- st at e rule is found, the dynamic rule-
set is checld at the ®rskeep-stateorlimnt rule.

count Update counters for all pagts that match ruleThe search continues with thexheule.

deny | drop
Discard packts that match this rulelhe search terminates.

di vert port
Divert paclets that match this rule to tivert (4) soclet bound to porport. The search ter
minates.

fwd | forward i paddr [,port ]
Change the ne&-hop on matching paeis toi paddr , which can be an IP address or a host name.
The search terminates if this rule matches.

If i paddr is a local address, then matching peskwill be forvarded topor t (or the port num-
ber in the paolt if one is not speci®ed in the rule) on the local machine.

If i paddr is not a local address, then the port number (if speci®ed) is ignored, and taevpdick
be forwarded to the remote address, using the route as found in the local routing table for that IP
A fwd rule will not match layef paclets (those recetd on ether_input, ether_output, or
bridged).

The f wd action does not change the contents of the giaakall. In particular the destination
address remains unmodi®ed, so pskforwarded to another system will usually be rejected by
that system unless there is a matching rule on that system to capture-tirgrackets fornarded
locally, the local address of the satkwill be set to the original destination address of thegiack
This males thenetstat (1) entry look rather weirdui is intended for use with transparent proxy
seners.

To enable fwd a astom lrnel needs to be compiled with the opti@ptions

| PFI REWALL_FORWARD. With the additional option options

| PFI REWALL_FORWARD EXTENDED all safguards are renved and it also maks it possible to
redirect packts destined to locally con®gured IP addres$disase note that such rules apply to
locally generated paeks as well and great care is required to ensure propevibaeh#or auto-
matically generated paets like ICMP message sizexeeeded and others.

pi pe pi pe_nr
Pass packt to adummynet (4) ™pipes (for bandwidth limitation, deletg.). Seehe TRAFFIC
SHAPER (DUMMYNET) CONFIGURA TION Section for further informationThe search ter
minates; hwever, on exit from the pipe and if theysctl (8) variablenet.inet.ip.fnone_passs
not set, the padt is passed ain to the ®rwvall code starting from the merule.

queue queue_nr
Pass packt to adummynet (4) ™queues (for bandwidth limitation using WF2Q+).

rej ect (Deprecated). Syngm forunr each host.

reset Discard packts that match this rule, and if the packs a TCP paek, try to send a TCP reset
(RST) notice.The search terminates.

reset 6 Discard packts that match this rule, and if the packs a TCP paek, try to send a TCP reset
(RST) notice.The search terminates.
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ski pt o nunber
Skip all subsequent rules numbered less thamber . The search continues with the ®rst rule
numberechunber or higher

tee port
Send a cop of packets matching this rule to thdivert (4) soclet bound to porport. The
search continues with thexieule.

unr each code
Discard packts that match this rule, and try to send an ICMP unreachable notice witbaabele
where code is a number from O to 255, or one of these aliase$:, host, protocol,
port, needfrag, srcfail, net - unknown, host - unknown, i sol at ed,
net - pr ohi b, host - pr ohi b, t osnet, t oshost, filter-prohib,
host - pr ecedence orpr ecedence- cut of f. The search terminates.

unreach6 code
Discard packts that match this rule, and try to send an ICMPv6 unreachable notice with code
code, where code is a number from 0, 1, 3 or 4, or one of these aliasesr out e,
admi n- prohi b, address orport. The search terminates.

net graph cooki e
Divert paclet into netgraph with gen cooki e. The search terminate#f packet is later returned
from netgraph it is either accepted or continues with that male, depending on
net.inet.ip.fmone_passysctl\ariable.

ngt ee cooki e
A copy of paclket is dverted into netgraph, original pagkis either accepted or continues with the
next rule, depending onet.inet.ip.fuone_passysctl \ariable. Seag_ipfw (4) for more infor
mation onnet gr aph andngt ee actions.

RULE BODY
The body of a rule contains zero or more patterns (such as speci®c source and destination addresses or ports,
protocol options, incoming or outgoing intacks, etc.}hat the paokt must match in order to be recognised.
In general, the patterns are connected by (imphgit) operators -- i.e., all must match in order for the rule
to match. Individual patterns can be pre@d by thenot operator to reerse the result of the match, as in

ipfw add 100 allow ip from not 1.2.3.4 to any

Additionally, sets of alternatie match patterng or-blodks) can be constructed by putting the patterns in lists
enclosed between parentheses () or braces { }, and usiog thigerator as follys:

ipfw add 100 allow ip from { x or not y or z } to any

Only one l@el of parentheses is alieed. Bavare that most shells kia gecial meanings for parentheses or
braces, so it is advisable to put a backslash \ in front of themuenpeaich interpretations.

The body of a rule must in general include a source and destination address spEué®epword any can
be used in arious places to specify that the content of a required ®eld is/antle

The rule body has the foilling format:
[proto fromsrc to dst][options]

The ®rst part (proto from src to dst) is for baekd compatibility with earlier ersions ofFreeBSD In mod-
ern FreeBSDary match pattern (including M& headers, IP protocols, addresses and ports) can be speci®ed
in theopt i ons section.
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Rule ®elds hee the folloving meaning:
proto: protocol | { protocol or ... }

prot ocol : [not] protocol - name | protocol - nunber
An IP protocol speci®ed by number or name (for a complete lisiesg/erotocols ), or one
of the following keywords:

ip4 | ipva

Matches IPv4 paaks.
ip6 | i pv6

Matches IPv6 paaks.

ip | all
Matches ap packet.

Thei pv6 in pr ot o option will be treated as inner protocd\nd, thei pv4 is not aailable in
pr ot o option.

The{ protocol or ... } format (anor-blok) is provided for corenience only bt its
use is deprecated.
src anddst: {addr | { addr or ... }}[[not]ports]

An address (or a list, see belooptionally folloved bypor t s speci®ers.

The second formab(-blodk with multiple addresses) is pided for comenience only and its use
is discouraged.

addr: [not]{any | me | ne6tabl e (nunber [,val ue]) | addr-1ist | addr-set}
any matches anlP aldress.
ne matches anlP aldress con®gured on an int&eé in the system.

ne6 matches aynlPv6 address con®gured on an irded in the systemThe address list isveluated at
the time the pack is analysed.

t abl e (nunber [,val ue])
Matches ay IPv4 address for which an entryigs in the lookup tableunber . If an optional
32-bit unsignedval ue is also speci®ed, an entry will match only if it has thadue. Sedhe
LOOKUP TABLES section belw for more information on lookup tables.

addr-1list: ip-addr[,addr-1ist]

i p-addr:
A host or subnet address speci®ed in one of thevioilp ways:

nuneric-ip | host nanme
Matches a single IPv4 address, speci®ed as dotted-quad or a hostha@strrames are
resohed at the time the rule is added to thev@alklist.

addr /maskl en
Matches all addresses with basgdr (speci®ed as an IP address or a hostname) and
mask width ofrraskl en bits. Asan eample, 1.2.3.4/25 will match all IP numbers
from 1.2.3.0 to 1.2.3.127 .

addr :mask
Matches all addresses with bagidr (speci®ed as an IP address or a hostname) and the
mask ofmask, speci®ed as a dotted quadis an eample, 1.2.3.4:255.0.255.0 will
match 113.00 This form is advised only for non-contiguous maskss better to resort
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to theaddr /maskl en format for contiguous masks, which is more compact and less
errorprone.

addr - set: addr [/maskl en]{li st}

[ist: {num | num num[,|i st ]
Matches all addresses with base addesbdr (speci®ed as an IP address or a hostname) and
whose last byte is in the list between braces { Note that there must be no spaces between
braces and numbers (spaces after commas areedlo Element®f the list can be speci®ed as
single entries or ranged-he maskl en ®eld is used to limit the size of the set of addresses, and
can hae any value between 24 and 3H.not speci®ed, it will be assumed as 24.
This format is particularly useful to handle sparse address sets within a singlBeulise the
matching occurs using a bitmask, itéalkconstant time and dramatically reduces the cotitylef
rulesets.
As an &ample, an address speci®ed as 1.2.3.4/24{128,35-55,89} will match theifgldP
addresses:
1.2.3.128, 1.2.3.35t0 1.2.3.55, 1.2.3.89 .

addr6-1ist: i p6-addr[,addr6-1ist]

i p6- addr:
A host or subnet speci®ed one of the fallog ways:

nuneric-ip | host nanme
Matches a single IPv6 address asvedld byinet_pton (3) or a hostnameHost-
names are resadd at the time the rule is added to thevgklist.

addr /maskl en
Matches all IPv6 addresses with basklr (speci®ed as allwed byinet_pton or a
hostname) and mask width whskl en bits.

No support for sets of IPv6 addresses ivigled because IPv6 addresses are typically random past
the initial pre®x.

ports: {port | port-port}[,ports]
For protocols which support port numbers (such as TCP and UDP), optionais may be speci-
®ed as one or more ports or port ranges, separated by coratras dpaces, and an optionalt
operator The - ' notation speci®es a range of ports (including boundaries).

Service names (frortetc/services ) may be used instead of numeric paatues. Thdength
of the port list is limited to 30 ports or ranges, though one can spedBr llanges by using an
or-blockin theopt i ons section of the rule.

A backslash (\') can be used to escape the dqsh') character in a service name (from a
shell, the backslash must be typed twicevimdathe shell itself interpreting it as an escape charac-
ter).

ipfw add count tcp from any ftp\\-data-ftp to any

Fragmented paéits which hee a on-zero ofset (i.e., not the ®rst fragment) will v match a
rule which has one or more port speci®catioBse thd r ag option for details on matching frag-
mented paodts.

RULE OPTIONS (MATCH PATTERNS)

Additional match patterns can be used within rul&sto or more of these so-callegtionscan be present in
a rule, optionally pre®gd by thenot operand, and possibly grouped inteblodks
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The folloving match patterns can be used (listed in alphabetical order):

/1 this is a coment.
Inserts the speci®edxeas a comment in the rul&verything folloving // is considered as a com-
ment and stored in the ruléfou can hae cmment-only rules, which are listed asving a
count action folloved by the comment.

bri dged
Alias forl ayer 2.

di verted
Matches only paais generated by awdrt soclet.

di vert ed- | oopback
Matches only paakts coming from a dert soclet back into the IP stack input for dediy.

di vert ed- out put
Matches only paais going from a dert soclet back outward to the IP stack output for dedry.

dst-ip ip-address
Matches IPv4 paakts whose destination IP is one of the address(es) speci®epliaseat.

{dst-ip6 | dst-ipv6}i p6-address
Matches IPv6 paaks whose destination IP is one of the address(es) speci®epliaseat.

dst-port ports
Matches IP paakts whose destination port is one of the port(s) speci®edasant.

establ i shed
Matches TCP padis that hee the RST or £K bits set.

ext 6hdr header
Matches IPv6 paeks containing thextended headergn by header . Supported headers are:

Fragment, {rag), Hop-to-hop options(hopopt ), Source routing (r out e ), Destination
options (st opt ), IPSec authentication headefah), and IPSec encapsulated security pay-
load headergesp).

flowid | abels
Matches IPv6 paekts containing anof the “av labels gien in | abel s. | abel s is a comma
seperate list of numericwolabels.

frag Matches pacdts that are fragments and not the ®rst fragment of an IP datafjei®.that these
paclets will not hae the net protocol header (e.g. TCBDP) so options that look into these
headers cannot match.

gid group
Matches all TCP or UDP paets sent by or reogd for agr oup. A gr oup may be speci®ed by
name or humberThis option should be used only if deppmpsafenet=0 tovaid possible dead-
locks due to layering violations in its implementation.

jail prisonlD
Matches all TCP or UDP paets sent by or reogd for the jail whos prison ID ipri sonl D.
This option should be used only if depmpsafenet=0 tovaid possible deadlocks due to layering
violations in its implementation.

i cnptypes types
Matches ICMP paakts whose ICMP type is in the lisypes. The list may be speci®ed asyan
combination of indiidual types (numeric) separated by commBRsinges ae ot allowed.The
supported ICMP types are:
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echo reply(0), destination unreachablé3), source quench(4), redirect 6), echo request
(8), router adertisement 9 ), router solicitation(10), time-to-live exceeded (1), IP header
bad (12), timestamp request13), timestamp reply(14), information reques(15), infor-
mation reply(16), address mask requeéfi7 ) and address mask reply18).

i cnp6t ypes types
Matches ICMP6 paekts whose ICMP6 type is in the listiofpes. The list may be speci®ed as
arny combination of indridual types (numeric) separated by commRanges ae ot allowed.

in | out
Matches incoming or outgoing paatk, respectely. i n andout are mutually clusive (n fact,
out is implemented asot i n).

ipidid-Ilist
Matches IPv4 paekts whose p_i d ®eld has alue included iri d- | i st, which is either a sin-
gle value or a list of &lues or ranges speci®ed in the sarag asport s.

iplen len-1list
Matches IP paaks whose total length, including header and data, is in thhesget i st , which
is either a singlealue or a list of &lues or ranges speci®ed in the sarnag asport s.

i poptions spec
Matches paokts whose IPv4 header contains the comma separated list of options speci®ed in
spec. The supported IP options are:

ssrr (strict source route), srr (loose source route),r (record packt route) and s (time-
stamp). Theabsence of a particular option may be denoted with.a

i pprecedence precedence
Matches IPv4 paeks whose precedence ®eld is equgdritecedence.

i psec Matches pachts that hee IPSEC history associated with them (i.e., the packmes encapsu-
lated in IPSEC, thedtnel has IPSEC support and IPSEC THRGIF option, and can correctly
decapsulate it).

Note that specifying psec is different from specifyingor ot 0 i psec as the latter will only
look at the speci®c IP protocol ®eld, irrespeetd |PSEC lernel support and thealidity of the
IPSEC data.

Further note that this "ag is silently ignored arrels without IPSEC supportt does not déct
rule processing whengn and the rules are handled as if withinmsec "ag.

i ptos spec
Matches IPv4 paaks whosd os ®eld contains the comma separated list of service types speci-
®ed inspec. The supported IP types of service are:

| owdel ay (IPTOS_LOWDELAY, t hr oughput (IPTOS_THROUGHPUTreliability
(IPTOS_RELIABILITY ), mi ncost (IPTOS_MINCOST), congestion (IPTOS_CE).
The absence of a particular type may be denoted with a°

ipttl ttl-1list
Matches IPv4 paaks whose time toMe is included int t | - | i st, which is either a singlealue
or a list of \alues or ranges speci®ed in the sarag asport s.

i pversion ver
Matches IP paaks whose IPersion ®eld isrer .
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keep-state
Upon a match, the ®nell will create a dynamic rule, whose deft behaiour is to match bidirec-
tional trafdc between source and destination IP/port using the same profideolcule has a lim-
ited lifetime (controlled by a set sysctl (8) variables), and the lifetime is refreshaeg time
a matching packt is found.

| ayer 2 Matches only layer2 paeks, i.e., those passed it@f w from ether_demux() and ether_out-
put_frame().

[imt {src-addr | src-port | dst-addr | dst-port} N
The ®ravall will only allow N connections with the same set of parameters as speci®ed in the rule.
One or more of source and destination addresses and ports can be sp€cifently only IPv4
“ows are supported.

{ MAC | mac } dst-mmc src-nmac
Match packts with a gien dst - mac andsr c- mac addresses, speci®ed as toey keyword
(matching agy MAC address), or six groups of keligits separated by colons, and optionally fol-
lowed by a mask indicating the signi®cant bifthhe mask may be speci®ed using either of the fol-
lowing methods:

1. Aslash () followed by the number of signi®cant bitsor example, an address with 33
signi®cant bits could be speci®ed as:

MAC 10:20:30:40:50:60/33 any

2. An ampersand &) followed by a bitmask speci®ed as six groups of tigits sepa-
rated by colonsFor example, an address in which the last 16 bits are signi®cant could
be speci®ed as:

MAC 10:20:30:40:50:60&00:00:00:00:ff:ff any

Note that the ampersand character has a special meaningyirsime#ia and should gen-
erally be escaped.

Note that the order of M@ addresses (destination ®rst, source second) is the same as on the wire,
but the opposite of the one used for IP addresses.

mac-type nac-type
Matches pacdéts whose Ethernetyfpe ®eld corresponds to one of those speci®ed gsnant.
mac-t ype is speci®ed in the sameay asport nunber s (i.e., one or more comma-separated
single \alues or ranges)You can use symbolic names for kmo values such aslan, ipv4, ipvé
Values can be entered as decimal oduecimal (if pre®®d by 0x), and theare alvays printed as
hexadecimal (unless theN option is used, in which case symbolic resolution will be attempted).

proto protocol
Matches paotts with the corresponding IP protocol.

recv | xmt |via {ifX|ifO]| ipno | any}
Matches pacdhts receied, transmitted or going through, respedii, the interbice speci®ed by
exact namei(f X), by device namei(f O, by IP address, or through some irded.

Thevi a keyword causes the interfe to alvays be cheokd. Ifr ecv orxni t is used instead of
Vi a, then only the recee a transmit interéce (respeately) is checled. Byspecifying both, it is
possible to match paeks based on both receiand transmit intedce, e.g.:

ipfw add deny ip from any to any out recv ed0 xmit ed1

Ther ecv interface can be tested on either incoming or outgoinggiackvhile thexmi t inter-
face can only be tested on outgoing peEsk Soout is required (and n is invalid) whenever
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Xxm t is used.

A packet may not hae a eceve a transmit interdce: packts originating from the local hostJea
no receve interface, while paosts destined for the local hostieao transmit interfce.

setup Matches TCP paglts that hee the SYN bit set bt no ACK bit. This is the short form of
&cpflags syn,lack °,

src-ip ip-address
Matches IPv4 paaks whose source IP is one of the address(es) speci®ed gsiicueat:

src-ip6 i p6-address
Matches IPv6 paaks whose source IP is one of the address(es) speci®ed gsiicueat:

src-port ports
Matches IP paekts whose source port is one of the port(s) speci®edjamant.

t cpack ack
TCP packts only Match if the TCP header ackmiedgment number ®eld is setdak.

tcpdat al en tcpdatal en-1i st
Matches TCP padits whose length of TCP datatispdat al en-1i st, which is either a single
value or a list of ’alues or ranges speci®ed in the samag asport s.

tcpfl ags spec
TCP packts only Match if the TCP header contains the comma separated list of "ags speci®ed in
spec. The supported TCP "ags are:

fin,syn,rst,psh, ack andur g. The absence of a particular "ag may be denoted with a
A rule which contains &cpf | ags speci®cation can wer match a fragmented paekwhich has
aon-zero ofset. Seahef r ag option for details on matching fragmented petsk

tcpseq seq
TCP packts only Match if the TCP header sequence number ®eld is setgo

tcpwin win
TCP packts only Match if the TCP header windo®eld is set tav n.

t cpoptions spec
TCP packts only Match if the TCP header contains the comma separated list of options speci®ed
in spec. The supported TCP options are:

nmss (maximum sgment size)wi ndow (tcp windav advertisement)sack (selectve ak), t s
(rfc1323 timestamp) andc (rfc1644 t/tcp connection count)lhe absence of a particular option
may be denoted with &".

ui d user
Match all TCP or UDP paelts sent by or recesd for auser. A user may be matched by name
or identi®cation numberThis option should be used only if degppmpsafenet=0 tovaid possible
deadlocks due to layering violations in its implementation.

verrevpat h
For incoming packts, a routing table lookup is done on the ptiskurce addresslf the inter
face on which the paek entered the system matches the outgoing auerfor the route, the
paclet matcheslf the interbices do not match up, the patkloes not matchAll outgoing pack-
ets or pac&ts with no incoming inteate match.

The name and functionality of the option is intentionally similar to the Cisco I0S command:
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ip verify unicast reverse-path

This option can be used to neanti-spoo®ng rules to reject all paets with source addresses not
from this interbce. Sealso the optiorant i spoof .

versrcreach
For incoming packts, a routing table lookup is done on the p#skource addresslf a route to
the source addressists, hut not the dedult route or a blackhole/reject route, the gdcokatches.
Otherwise, the paelt does not matchAll outgoing paclets match.

The name and functionality of the option is intentionally similar to the Cisco I0S command:
ip verify unicast source reachable-via any

This option can be used to neainti-spoo®ng rules to reject all pagts whose source address is
unreachable.

ant i spoof
For incoming packts, the paakt's ource address is chesdk if it belongs to a directly connected
network. If the netvork is directly connected, then the interé the paak came on in is compared
to the interbce the netark is connected toWhen incoming intedice and directly connected
interface are not the same, the petattoes not matchOtherwise, the paek does matchAll out-
going packts match.

This option can be used to neaknti-spoo®ng rules to reject all pazts that pretend to be from a
directly connected netwk but do not come in through that intace. Thisoption is similar to bt
more restricted thaaer r evpat h because it erapes only on paeits with source addresses of
directly connected netwks instead of all source addresses.

LOOKUP TABLES

SETS

Lookup tables are useful to handlegursparse address sets, typically from a hundred/éces¢housands of
entries. Therenay be up to 128 dérent lookup tables, numbered 0 to 127.

Each entry is represented by aidr [/maskl en] and will match all addresses with basedr (speci®ed
as an IP address or a hostname) and mask widths¥| en bits. If maskl en is not speci®ed, it datilts
to 32. When looking up an IP address in a table, the most speci®c entry will m&ssbciated with each
entry is a 32-bit unsignedal ue, which can optionally be cheedl by a rule matching cod&vhen adding
an entryif val ue is not speci®ed, it dafilts to 0.

An entry can be added to a tabl@add), removed from a table(del ete), a &ble can be>amined
(l'ist) or ushed ¢l ush).

Internally each table is stored in a Radix tree, the samag &g the routing table (semute (4)).
Lookup tables currently support IPv4 addresses. only

Thet abl ear g feature prwides the ability to use aaiue, looked up in the table, as thegament for a rule
action. Thiscan signi®cantly reduce number of rules in some con®guratibnst abl ear g agument can
be used with the follsing actions:pi pe, queue, divert, tee, netgraph, ngtee. See the

EXAMPLES Section for gample usage of tables and the talgdayword.

OF RULES
Each rule belongs to one of 32fdientsets, numbered O to 31Set 31 is reseed for the dedult rule.

By default, rules are put in set 0, unless you usestite N attribute when entering a werule. Setscan be
individually and atomically enabled or disabled, so this mechanism permits an @asy store multiple
con®gurations of the ®weall and quickly (and atomically) switch between therfihe command to
enable/disable sets is
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i pfwset [di sabl e nunber .. .][enable nunber .. .]

where multipleenabl e or di sabl e sections can be speci®e@ommand recution is atomic on all the
sets speci®ed in the commarBy default, all sets are enabled.

When you disable a set, its rules behas if they do not exist in the ®ravall con®guration, with only one
exception:

dynamic rules created from a rule before it had been disabled will still e adfii they expire. In
order to delete dynamic rules yowhap explicitly delete the parent rule which generated them.

The set number of rules can be changed with the command

i pfwset nove {rul e rul e-number | ol d-set}to new set
Also, you can atomically sap two rulesets with the command

i pfwset swap first-set second-set

See th&aEXAMPLES Section on some possible uses of sets of rules.

STATEFUL FIREWALL
Stateful operation is aay for the ®raval to dynamically create rules for speci®ov® when pacts that
match a gien pattern are detectedSupport for stateful operation comes through tleck- st at e,
keep-stateandl i mt options ofr ul es.

Dynamic rules are created when a makatches &eep-state orli mt rule, causing the creation of a
dynamic rule which will match all and only paeks with a gren protocol between asrc-ip/sic-port
dst-ip/dst-portpair of addressesit anddstare used here only to denote the initial match addreasgethiep

are completely equélent aftervards). Dynamicrules will be checkd at the ®rstcheck- st at e,
keep-stateorlimt occurrence, and the action performed upon a match will be the same as in the par
ent rule.

Note that no additional attuittes other than protocol and IP addresses and ports areedhatldynamic
rules.

The typical use of dynamic rules is tedp a closed ®veall con®guration, bt let the ®rst TCP SYN paek
from the inside netark install a dynamic rule for thewoso that packts belonging to that session will be
allowed through the ®xeall:

ipfw add check-state
ipfw add allow tcp from my-subnet to any setup keep-state
ipfw add deny tcp from any to any

A similar approach can be used for UDkhere an UDP paet coming from the inside will install a
dynamic rule to let the response through thex@le

ipfw add check-state
ipfw add allow udp from my-subnet to any keep-state
ipfw add deny udp from any to any

Dynamic rules ®pire after some time, which depends on the status of theand the setting of some
sysct| variables. Se&ectionSYSCTL VARIABLES for more details.For TCP sessions, dynamic rules
can be instructed to periodically sengepalve packets to refresh the state of the rule when it is about to
expire.

See SectioEXAMPLES for more &amples on ha to use dynamic rules.
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TRAFFIC SHAPER (DUMMYNET) CONFIGURA TION
i pf wis also the user intexte for thedlummynet (4) traf®c shaper

dunmynet operates by ®rst using the ®val to classify packts and diide them intoeows, using aty
match pattern that can be used pf wrules. Dependingn local policies, a w can contain paaks for a
single TCP connection, or from/to avem host, or entire subnet, or a protocol type, etc.

Packets belonging to the samew@re then passed to either ofdwifferent objects, which implement the
traf®c regulation:

pipe A pipe emulates a link with gén bandwidth, propaation delay queue size and paekloss
rate. Rckets are queued in front of the pipe asytbeme out from the classi®eand then
transferred to the pipe according to the Ep@rameters.

gueue A gqueue is an abstraction used to implement the WF2Qardi¥¢ase &r Weighted Rir
Queueing) polig, which is an e®cient \ariant of the WFQ polic
The queue associatesvaightand a reference pipe to eaclv, and then all backlogged (i.e.,
with paclets queued) ws linked to the same pipe share the @g®indwidth proportionally
to their weights.Note that weights are not priorities; av with a lover weight is still guar
anteed to get its fraction of the bandwidtiereif a "ow with a higher weight is permanently
backlogged.

In practice pipescan be used to set hard limits to the bandwidth thalvacan use, whereagieuesan be
used to determine lodifferent “av share the eailable bandwidth.

The pipeandqueuecon®guration commands are the foliog:
pi pe nunber config pipe-configuration
gueue numnber config queue-configuration

The folloving parameters can be con®gured for a pipe:

bw bandwi dt h | device
Bandwidth, measured irK|M{ bi t / s|Byt e/ s}.

A value of 0 (dedult) means unlimited bandwidtfhe unit must immediately folle the number
asin

ipfw pipe 1 config bw 300Kbit/s
If a device name is speci®ed instead of a numegici®, as in
ipfw pipe 1 config bw tun0

then the transmit clock is supplied by the speci®adcde Atthe moment only thaun (4) device
supports this functionalifyor use in conjunction withpp (8).

del ay ns-del ay
Propagtion delay measured in millisecondsThe \alue is rounded to the xtemultiple of the
clock tick (typically 10ms, bt it is a good practice to rureknels with 2options HZ=1000° to
reduce the granularity to 1ms or lesBefault value is 0, meaning no delay

The following parameters can be con®gured for a queue:

pi pe pi pe_nr
Connects a queue to the speci®ed pipkiltiple queues (with the same or fifent weights) can
be connected to the same pipe, which speci®es thegatggrate for the set of queues.
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wei ght wei ght
Speci®es the weight to be used fowsomatching this queueThe weight must be in the range
1..100, and deidults to 1.

Finally, the folloving parameters can be con®gured for both pipes and queues:

buckets hash-tabl e-size
Speci®es the size of the hash table used for storingait@ug queuesDefault value is 64 controlled
by thesysctl (8) variablenet.inet.ip.dummynet.hash_sizbowed range is 16 to 65536.

mask nmask-specifier
Packets sent to a gén pipe or queue by anpf wrule can be further classi®ed into multiplevs
each of which is then sent to afdientdynamicpipe or queue A "ow identi®er is constructed by
masking the IP addresses, ports and protocol types as speci®ed witts theptions in the con®gu-
ration of the pipe or queudsor each diferent “av identi®er a rew gpe or queue is created with the
same parameters as the original object, and matchingtsamie sent to it.

Thus, whendynamic pipesre used, eachwowill get the same bandwidth as de®ned by the pipe,
whereas whedynamic queueare used, eachwowill share the parert'gipe bandwidth eenly with
other “avs generated by the same queue (note that other queues feitbrdifveights might be con-
nected to the same pipe).

Available mask speci®ers are a combination of one or more of theviiogo

dst-ip nmask, dst-ip6 mask, src-ip mask, src-ip6 mask, dst-port nask,
src-port mask,flowid nmask,proto naskorall,

where the latter means all bits in all ®elds are signi®cant.

noerr or
When a pacét is dropped by a dummynet queue or pipe, the error is normally reported to the caller
routine in the krnel, in the sameay as it happens when aviee queue ®IIs up Setting this option
reports the pa@k as successfully deéred, which can be needed for somperimental setups where
you want to simulate loss or congestion at a remote router

plr packet-loss-rate
Packet loss rate Argumentpacket - | oss- r at e is a “oating-point number between 0 and 1, with
0 meaning no loss, 1 meaning 100% logée loss rate is internally represented on 31 bits.

queue {slots | sizeKbytes}
Queue size, isl ot s or KByt es. Default value is 50 slots, which is the typical queue size for Eth-
ernet deices. Notethat for slav speed links you shoulddep the queue size short or your @af
might be afiected by a signi®cant queueing deldyg., 50 max-sized ethernet patk (1500 bytes)
mean 600Kbit or 20s of queue on a 30Kbit/s pigeen worse efects can result if you get pastls
from an inter&ce with a much lger MTU, e.g. the loopback intede with its 16KB pacaits.

red | gred w_qg/m n_t h/max_t h/max_p
Make wse of the RED (Random Early Detection) queue management algosithqnandmax_p are
“oating point numbers between 0 and 1 (0 not included), wiflite t h andmax_t h are intger
numbers specifying thresholds for queue management (thresholds are computed in bytes if the queue
has been de®ned in bytes, in slots otherwidéle dummynet(4) also supports the gentle REBriv
ant (gred).Threesysctl (8) variables can be used to control the RED fetat:

net.inet.ip.dummyneed_lookup_depth
speci®es the accunadn computing the werage queue when the link is idle (delts to
256, must be greater than zero)
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net.inet.ip.dummyneed_avg_pkt_size
speci®es thexpected aerage packt size (dedults to 512, must be greater than zero)

net.inet.ip.dummyneéd_max_pkt_size
speci®es thexpected maximum paek size, only used when queue thresholds are in bytes
(defaults to 1500, must be greater than zero).

When used with IPv6 data, dummynet currently hasraklimitations. First, delng.mpsafenet=0 must be
set. Secondhe information necessicary to route link-local petskio an intedce is not eable after pro-
cessing by dummynet so those petskare dropped in the output patbare should be tak to insure that
link-local paclets are not passed to dummynet.

CHECKLIST
Here are some important points to consider when designing your rules:

* Remember that you ®lter both pat& going n andout . Most connections need patk going in both
directions.

* Remember to testevy carefully Itis a good idea to be near the console when doing tifiilgou cannot
be near the console, wuse an autowvego script such as the one in
/usr/share/examples/ipfw/change_rules.sh

» Do not foget the loopback inteate.

FINE POINTS
» There are circumstances where fragmented datagrams are unconditionally drogpegackts are
dropped if thg do not contain at least 20 bytes of TCP healdP paclets are dropped if tigedo not
contain a full 8 byte UDP headend ICMP packts are dropped if tlyedo not contain 4 bytes of ICMP
header enough to specify the ICMP type, code, and checksliimese paosts are simply logged as
apullup filed® since there may not be enough good data in thetgacgroduce a meaningful log entry

* Another type of paakt is unconditionally dropped, a TCP pativith a fragment d$et of one.This is a
valid paclet, tut it only has one use, to try to circuemi ®revalls. Whenlogging is enabled, these pack-
ets are reported as being dropped by rule -1.

» If you are logged in\er a retwork, loading thekld (4) version ofi pf wis probably not as straightfor
ward as you wuld think. | recommend the follsing command line:

kldload ipfw &&\
ipfw add 32000 allow ip from any to any

Along the same lines, doing an
ipfw flush
in similar surroundings is also a bad idea.
» Thei pf w®lter list may not be modi®ed if the system securityelés st to 3 or higher (sdeit (8) for

information on system securitygs).

PACKET DIVERSION
A divert (4) soclet bound to the speci®ed port will reeeidl packets dverted to that port.If no soclet is
bound to the destination port, or if thevet module is not loaded, or if thestnel was not compiled with
divert soclet support, the paeks are dropped.
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SYSCTL VARIABLES
A set of sysctl (8) variables controls the belhiaur of the ®ravall and associated modulgglunmynet ,
bri dge). These are shn belav together with their defult value (lut always check with theysctl (8)
command whatalue is actually in use) and meaning:

net.inet.ip.dummynekpire: 1
Lazily delete dynamic pipes/queue onceythaveno pending tr&c. You can disable this by set-
ting the \ariable to 0, in which case the pipes/queues will only be deleted when the threshold is
reached.

net.inet.ip.dummynet.hash_sigé
Default size of the hash table used for dynamic pipes/quelibs value is used when no
bucket s option is speci®ed when con®guring a pipe/queue.

net.inet.ip.dummynet.maxhan_len 16
Target wvalue for the maximum number of pipes/queues in a hastkeb The product
max_chai n_| enChash_si ze is used to determine the thresholdiero which empty
pipes/queues will bexpired een whennet . i net . i p. durmynet . expi r e=0.

net.inet.ip.dummyneéd_lookup_dept256
net.inet.ip.dummyneéed_avg_pkt_siz&12

net.inet.ip.dummyneed_max_pkt_sizd500
Paameters used in the computations of the drop probability for the RED algorithm.

net.inet.ip.fwautoinc_step100
Delta between rule numbers when auto-generating tHdma.\alue must be in the range 1..1000.

net.inet.ip.fucurr_dyn_luckes: net.inet.ip.fudyn_huckets
The current number ofugkets in the hash table for dynamic rules (readonly).

net.inet.ip.fndetug: 1
Controls debigging messages producedilpf w.

net.inet.ip.fadyn_ludkes: 256
The number of bekets in the hash table for dynamic rulédust be a paver of 2, up to 65536It
only takes efect when all dynamic rules v expired, so you are advised to usélaush com-
mand to ma& wure that the hash table is resized.

net.inet.ip.fadyn_count3
Current number of dynamic rules (read-only).

net.inet.ip.fadyn_leepalive 1
Enables generation otkpalve packets forkeep- st at e rules on TCP session#\ keepalve is
generated to both sides of the connectiganye5 seconds for the last 20 seconds of the lifetime of
the rule.

net.inet.ip.fadyn_max8192
Maximum number of dynamic rulesVhen you hit this limit, no more dynamic rules can be
installed until old onesxpire.

net.inet.ip.fadyn_ad&_lifetime 300
net.inet.ip.fadyn_syn_lifetime20
net.inet.ip.fadyn_CEn_lifetimé
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net.inet.ip.fadyn_ist_lifetime 1
net.inet.ip.fadyn_udp_lifetime5

net.inet.ip.fadyn_short_lifetime30
These wariables control the lifetime, in seconds, of dynamic ruldigon the initial SYN gchange
the lifetime is lept short, then increased after both SYMehbeen seen, then decreasediaglur
ing the ®nal FIN gchange or when a RST is reesl. Bothdyn_(En_lifetimenddyn_ist_lifetime

must be strictly lver than 5 seconds, the period of repetitionedgalves. The®rewall enforces
that.

net.inet.ip.fuenable 1

Enables the ®reall. Settingthis variable to O lets you run your machine without &ak even if
compiled in.

net.inet.ip.faone_passl
When set, the paek eiting from thedummynet (4) pipe or frormg_ipfw (4) node is not passed

though the ®revall again. Otherwiseafter an action, the paekis reinjected into the ®nell at the
next rule.

net.inet.ip.fuwverbose 1
Enables erbose messages.

net.inet.ip.fuwverbose_Ilimit0
Limits the number of messages produced bgraase ®revall.

net.inet6.ip6.fvdeny_unknown x¢hdrs: 1
If enabled padits with unknan IPv6 Extension Headers will be denied.

net.link.etherpfw: 0
Controls whether laye2 paclets are passed t@f w. Default is no.

net.link.ethebridge_ipfw O
Controls whether bridged pastis are passed i@f w. Default is no.

EXAMPLES
There aredr too mawg possible uses dfpf wso this Section will only ge a snall set of @amples.

BASIC PACKET FILTERING

This command adds an entry which denies all tcp gtackrom cradker.evl.org to the telnet port of
wolf.tamba.sufrom being forvarded by the host:

ipfw add deny tcp from cracker.evil.org to wolf.tambov.su telnet
This one disalles ary connection from the entire cragks retwork to my host:
ipfw add deny ip from 123.45.67.0/24 to my.host.org
A ®rst and e®cient way to limit access (not using dynamic rules) is the use of thevialjprules:

ipfw add allow tcp from any to any established
ipfw add allow tcp from netl portlistl to net2 portlist2 setup
ipfw add allow tcp from net3 portlist3 to net3 portlist3 setup

ipfw add deny tcp from any to any

The ®rst rule will be a quick match for normal TCP pesk lut it will not match the initial SYN paek,
which will be matched by theet up rules only for selected source/destination paii.other SYN packts
will be rejected by the ®naleny rule.
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If you administer one or more subnets, you cae talkvantage of the address sets andblocks and write
extremely compact rulesets which seleely enable services to blocks of clients, as »elo

goodguys="{ 10.1.2.0/24{20,35,66,18} or 10.2.3.0/28{6,3,11} }"
badguys="10.1.2.0/24{8,38,60}"

ipfw add allow ip from ${goodguys} to any
ipfw add deny ip from ${badguys} to any
... hormal policies ...

Thever r evpat h option could be used to do automated anti-spoo®ng by adding theifglto the top of
a uleset:

ipfw add deny ip from any to any not verrevpath in

This rule drops all incoming paets that appear to be coming to the system on the wrongaceerfer
example, a paakt with a source address belonging to a host on a protected internatknemuld be
dropped if it tried to enter the system from ateenal inter&ce.

Theant i spoof option could be used to do similauttmore restricted anti-spoo®ng by adding the fello
ing to the top of a ruleset:

ipfw add deny ip from any to any not antispoof in

This rule drops all incoming paets that appear to be coming from another directly connected system b
the wrong intedice. Br example, a packt with a source address ©92.168.0.0/24 , con®gured on
fxp0 , but coming in orfxpl would be dropped.

DYNAMIC RULES
In order to protect a site from "ood attackelning fake TCP packts, it is safer to use dynamic rules:

ipfw add check-state
ipfw add deny tcp from any to any established
ipfw add allow tcp from my-net to any setup keep-state

This will let the ®revall install dynamic rules only for those connection which start withgaleg SYN
paclet coming from the inside of our neivk. Dynamicrules are chedd when encountering the ®rst
check- st at e orkeep- st at e rule. Acheck- st at e rule should usually be placed near thgibring

of the ruleset to minimize the amount afnk scanning the rulese¥our mileage may ary.

To limit the number of connections a user can open you can use theriglype of rules:

ipfw add allow tcp from my-net/24 to any setup limit src-addr 10
ipfw add allow tcp from any to me setup limit src-addr 4

The former (assuming it runs on atgvay) will allow each host on a /24 nebrk to open at most 10 TCP
connections. Théatter can be placed on a semto male wure that a single client does not use more than 4
simultaneous connections.

BEWARE stateful rules can be subject to denial-of-service attacks by a SYN-"ood which opens a huge num-
ber of dynamic rulesThe efects of such attacks can be partially limited by acting on a sstsafl (8)
variables which control the operation of the @gH.

Here is a good usage of thest command to see accounting records and timestamp information:
ipfw -at list

or in short form without timestamps:
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ipfw -a list

which is equialent to:
ipfw show

Next rule dverts all incoming paosts from 192.168.2.0/24 towéit port 5000:
ipfw divert 5000 ip from 192.168.2.0/24 to any in

TRAFFIC SHAPING
The following rules shay some of the applications ofpf wanddummynet (4) for simulations and the kk

This rule drops random incoming pat& with a probability of 5%:
ipfw add prob 0.05 deny ip from any to any in
A similar effect can be achied making use of dummynet pipes:

ipfw add pipe 10 ip from any to any
ipfw pipe 10 config plr 0.05

We @n use pipes to arti®cially limit bandwidth, e.g. on a machine acting as a rbwtemant to limit traf-
®c from local clients on 192.168.2.0/24 we do:

ipfw add pipe 1 ip from 192.168.2.0/24 to any out
ipfw pipe 1 config bw 300Kbit/s queue 50KBytes

note that we use theut modi®er so that the rule is not used twidgemember indct thati pf wrules are
checled both on incoming and outgoing patk

Should we vant to simulate a bidirectional link with bandwidth limitations, the correst i& the follaving:

ipfw add pipe 1 ip from any to any out

ipfw add pipe 2 ip from any to any in

ipfw pipe 1 config bw 64Kbit/s queue 10Kbytes
ipfw pipe 2 config bw 64Kbit/s queue 10Kbytes

The abeoe @n be ery useful, e.g. if you ant to see ha your fangy Web page will look for a residential
user who is connected only through anslmk. You should not use only one pipe for both directions, unless
you want to simulate a half-duplenedium (e.g. Appledlk, Ethernet, IRB). It is not necessary that both
pipes hae the same con®guration, so we can also simulate asymmetric links.

Should we vant to \erify network performance with the RED queue management algorithm:

ipfw add pipe 1 ip from any to any
ipfw pipe 1 config bw 500Kbit/s queue 100 red 0.002/30/80/0.1

Another typical application of the t@€ shaper is to introduce some delay in the communicafitis can
signi®cantly afect applications which do a lot of Remote Procedure Calls, and where the round-trip-time of
the connection often becomes a limitiagtbr much more than bandwidth:

ipfw add pipe 1 ip from any to any out
ipfw add pipe 2 ip from any to any in
ipfw pipe 1 config delay 250ms bw 1Mbit/s
ipfw pipe 2 config delay 250ms bw 1Mbit/s
Per ow queueing can be useful for aniety of purposesA very simple one is counting t@f:

ipfw add pipe 1 tcp from any to any
ipfw add pipe 1 udp from any to any
ipfw add pipe 1 ip from any to any
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ipfw pipe 1 config mask all

The abee =t of rules will create queues (and collect statistics) for a®traBecausé¢he pipes hee ro lim-
itations, the only déct is collecting statisticsNote that we need 3 rules, not just the last one, because when
i pf wtries to match IP paeis it will not consider ports, so weould not see connections on separate ports
as diferent ones.

A more sophisticatedxample is limiting the outbound t@&€ on a net with pehost limits, rather than per
network limits:

ipfw add pipe 1 ip from 192.168.2.0/24 to any out

ipfw add pipe 2 ip from any to 192.168.2.0/24 in

ipfw pipe 1 config mask src-ip 0x000000ff bw 200Kbit/s queue
20Kbytes

ipfw pipe 2 config mask dst-ip 0x000000ff bw 200Kbit/s queue
20Kbytes

LOOKUP TABLES
In the folloving example, we need to createvel traf®c bandwidth classes and we neediedént hosts/net-
works to fll into different classesWe aeate one pipe for each class and con®gure them accordiftgiyn
we create a single table and ®II it with IP subnets and addreBeesach subnet/host we set thgament
equal to the number of the pipe that it should Ud&en we classify tr&ic using a single rule:

ipfw pipe 1 config bw 1000Kbyte/s
ipfw pipe 4 config bw 4000Kbyte/s

ipfw table 1 add 192.168.2.0/24 1
ipfw table 1 add 192.168.0.0/27 4
ipfw table 1 add 192.168.0.2 1

ipfw pipe tablearg ip from table(1) to any
SETS OF RULES

To add a set of rules atomicallgg. set 18:

ipfw set disable 18
ipfw add NN set 18 ... # r epeat as needed
ipfw set enable 18

To delete a set of rules atomically the command is simply:
ipfw delete set 18
To test a ruleset and disable it andda control if something goes wrong:

ipfw set disable 18
ipfw add NN set 18 ... # r epeat as needed
ipfw set enable 18; echo done; sleep 30 && ipfw set disable 18

Here if everything goes well, you press control-C before the "sleep” terminates, and your ruleset will be left
active. Otherwise, e.g. if you cannot access your box, the ruleset will be disabled after the sleep terminates
thus restoring the pvus situation.

SEE ALSO

cpp (1), m41), altqg (4),bridge (4),divert (4),dummynet(4),ip (4), ipfirewall (4),ng_ipfw (4),
protocols  (5),services (5),init (8),kldload (8),reboot (8),sysctl (8),syslogd (8)
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HISTORY
Thei pf w utility ®rst appeared iffreeBSD2.0. dummynet(4) was introduced ifFreeBSD2.2.8. Stateful
extensions were introduced fineeBSD4.0. i pf w2 was introduced in Summer 2002.

AUTHORS
Ugen J. S. Antsildch,
Poul-Henning Kamp,
Alex Nash,
Archie Cobbs,
Luigi Rizzo.

API based upon code written by Daniel Boulet for BSDI.

Work ondummynet (4) traf®c shaper supported by Akamba Corp.
BUGS

Use of dummynet with IPv6 requires that dglmpsafenet be set to 0.

The syntax has gwmn over the years and sometimes it might be confusidgfortunately backward com-
patibility prevents cleaning up mistais made in the de®nition of the syntax.

II'WARNING !

Miscon®guring the ®mwall can put your computer in an unusable state, possibly shuttimg detwork ser
vices and requiring console access ggarecontrol of it.

Incoming packt fragments dierted bydi vert are reassembled before defiy to the sockt. Theaction
used on those paekis the one from the rule which matches the ®rst fragment of thetpack

Packets dverted to userland, and then reinserted by a userland process maxyrioss packt attributes.
The packt source intedice name will be presexd if it is shorter than 8 bytes and the userland process sa
and reuses the sockaddr_in (as doatl (8)); otherwise, it may be lostf a paclet is reinserted in this
manney later rules may be incorrectly applied, making the ordeli efer t rules in the rule sequencery
important.

Dummynet drops all paeks with IPv6 link-local addresses.

Rules usingui d or gi d may not behee a expected. Imparticulayincoming SYN packts may hee ro uid
or gid associated with them since ythdo not yet belong to a TCP connection, and the uid/gid associated
with a paclet may not be asxpected if the associated process csisiid (2) or similar system calls.

Rules which use uid, gid or jail based matching should be used onlyui.dgisafenet=0 tovaid possible
deadlocks due to layering violations in its implementation.
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